UHdopmauus negarornueckum paboTHUKam

Koraa peub 3axoaut 06 nHdopmaLoHHOI 6e30MacHOCTH, 0BbIYHO Mbl HAUMHAEM [yMaTh O KOMMbIOTEPAX,
CETAX, UHTepHeTe U xakepax. Ho Ansa obpasosatensHoit cpeapl Npobaema CTOMT WKMpPE: B OrpakaeHUM
yyalueroca oT UHGOPMaLMK, KOTOPAA MOMET HeraTMBHO MOBAUATL HA ero GOPMUPOBAHUE U Pa3BUTUE, TO
€CTb O NporaraHAe pas/iuyHoW HanpasAeHHOCTH.

MoHaTre nHpopmaunoHHoW BesonacHocTU

Mo, MHGOpMaUMOHHO 6e30NacHOCTbIO NOHUMAETCA 3aLUMUILEHHOCTL MHPOPMALMOHHOI CUCTEMBI OT
CIY4aHOTO MAM NpeaHamMepeHHOTo BMELLATENbCTBA, HAHOCALLETO Yiep6 BNaAebLam uiam nosb3oBaTenam
uHdopmaumn.

Ha npakTuke Ba)HeMMmM ABNAIOTCA TPU acnekTa MHGOPMaLMOHHOM 6Ge30nacHoCTy:

AOCTYNHOCTb (BO3MOMHOCTb 33 pasymMmHOe Bpema NonyunThb Tpebyemyio MHGOpPMaLMOHHYIO yeayry);
LLeNOCTHOCTb (AKTYaIbHOCTb U HEMPOTUBOPEUUBOCTb MHGOPMALIUK, €€ 3ALUMILEHHOCTb OT PaspPYLUEHUSA U
HeCaHKUWOHUPOBAHHOTO U3MEHEHUA);

KOHGMAEHUMANBHOCTD (3aLMUTa OT HECAHKLIMOHUPOBAHHOTO NPOYTEHUS).

HapyLeHus 4OCTYNHOCTM, UENOCTHOCTU U KOHPUAEHLMANBHOCTU MHGOPMALM MOTYT BbiTb BbI3BaHbI
Pas/ivuHbIMU ONACHLIMK BO3AEHWCTBMAMM Ha MHHOPMAELMOHHBIE KOMMbIOTEPHbIE CUCTEMBI.

OcHoBHbIe yrpo3s! MHbOpPMaLMOHHOW Be3onacHoCTH

CospemeHHan MHGOPMaLMOHHaA CUCTEMa NpeAcTaBAAeT cob0ii COXKHYIO CUCTEMY, COCTOALLYIO U3
60/bIIOTO YMCNA KOMMOHEHTOB PA3/IMYHON CTEeNEHM aBTOHOMHOCTH, KOTOPBIE CBA3aHbI mexay coboit u
0OMEHMBAIOTCA AAHHBIMK. [TPAKTUYECKM KaX/biii KOMIOHEHT MOXET MOABEPTHYTLCA BHELUHEMY
BO3AEMACTBMIO MAK BbINTM U3 CTPOA. KOMMOHEHTbI aBTOMATU3MPOBAHHON MHPOPMALMOHHOM CUCTEMBI
MOHO pasbutb Ha cnegyroume rpynnbi:

AnnapaTHble CPeACTBa. 3T0 KOMNbLIOTEPbI U UX COCTABHbIE YaCTU (MPOLIECCOPbI, MOHUTOPBI, TepMUHaNbI,
nepudepuitHbie YCTPONCTBA — NPUHTEPbI, KOHTPO/IEPLI, KaBENW, TMHUMN CBA3N U T.4.);

MporpammHoe obecneyexue. 310 NpUoBPeTEHHBIE NMPOTrPaMMBbl, UCXOAHBIE, OBBEKTHBIE, 3arpy30UHble
MOAY/IU; ONePaUUOHHbIE CUCTEMbI M CUCTEMHbBIE NPOTrPaMMbl (KOMMUAATOPbI, KOMIOHOBLUMKK 1 Ap.),
YTUAWTbI, AMArHOCTUYECKUE NPOTPaMMbl U T.A4.; :

faHHble, XpaHUMbIE BPEMEHHO U NOCTOAHHO, Ha AMUCKAX, GA3LIKAX, NEYATHbIE, APXUBLI, CUCTEMHbIE
MYPHanbl U T.40.;

MepcoHan. Monb3oBaTeny, CUCTEMHBIE aAMUHUCTPATOPbI, NPOrPaMMUCTLI U Ap.

OnacHble BO3AEICTBUA Ha KOMMbIOTEPHYIO MHPOPMALIMOHHYIO CUCTEMY MOKHO MOAPA3AENUTD Ha
ChyyaiiHble v NpesHaMepeHHble. AHa/IUS OMbiTa NPOEKTMPOBAHMSA, U3TOTOBAEHUA 1 SKCNAYaTaLMUM
UHGOPMALIMOHHBIX CUCTEM MOKa3bIBAET, YTO MHPOPMALMA NoJBepraeTca pasfuyHbIM CNyYaiiHbiM
BO3/EMCTBMAM Ha BCEX 3TanaX LMK/IA JKU3HU CUCTEMbI. NPUYMHAMM CAYYaliHbIX BO3AHCTBU npu -
3KcnayaTauumn moryT BbiThb:

aBapUitHbIe CUTYaLMM U3-3a CTUXMIHBIX BEACTBUIT U OTKNIOYEHUI 31eKTPONUTAHUS;

OTKasbl 1 c6om annaparypbl;

owmbKM B NporpaMmMHOM obecrneyeHun;

owunbku B paboTe nepcoHana;

NoMexu B IMHUAX CBA3M M3-3a BO3AEUCTBMIN BHELIHEW cpegbl.

MpeaHamepeHHbie BO3AECTBUA — 3TO LieNleHanpaseHHble AeHCTBUA HapyLMTens. B KauyecTee HapywmTens



MOTYT BbICTYNaTb CAYXalMi, NOCETUTESb, KOHKYPEHT, HaEMHUK. [eiCTBUA HapylwuTena MoryT 6biTb
06yCcnoBeHbl pasHbIMU MOTUBaMU:

HeA0BONbLCTBOM C/Y}KALLErO CBOEN Kapbepoil;

B3ATKOW;

N0BoNbLITCTBOM;

KOHKYPeHTHOW Bopbboii;

CTpeMaeHuemM camoyTBepaUTLCA Noboit LeHoM.

MOXHO COCTaBUTL TMMOTETUYECKYIO MOE/b NOTEHLMAbHOTO HaPYLUMTENSA:

KBanMdUKaLMA HAPYLWIWTENA Ha YPOBHE pa3paboTunKa JaHHOW CUCTEMBI;

HapylwmTenem MoXeT BbiTb Kak MOCTOPOHHEE NULLO, TaK W 3aKOHHbIIA NONb30BaTE/lb CUCTEMBI;
HapyLWUTeNo U3BECTHA HGOopMaLus O NpuHUMnax paboTsl CUCTEMBI;

HapyLlmTens BoibupaeT Hanbonee cnaboe 3BeHO B 3awiuTe.

Haubonee pacnpocTpaHeHHbIM U MHOTO06pPasHbIM BUAOM KOMMbIOTEPHbIX HAPYLUEHWI ABNAETCA
HeCaHKLMOHVUPOBaHHbIN AOCTYN. HECAHKLIMOHMPOBAHHbIN AOCTYN UCNOAb3YET N0BYI0 OWKMBKY B cUCTEME
3aLUNUTbI M BO3MOXKEH NPU HepaLMoHanbHOM Bblbope CpeacTs 3aLuThbl, UX HEKOPPEKTHOM YCTaHOBKE U
HacTpoiike.

Mposesem KNaccuPUKaLMIO KaHANOB HECAHKLIMOHWPOBAHHOTO AOCTYNa, N0 KOTOPLIM MOMHO OCYLLECTBUTD
XULLEHWUE, U3MEHEHME UN YHUUTOXKEHWUE MHPOPMaLMN:

Yepes uenoseka:

XULEHWe HocuTenein uHbopmaumu;

yTeHue MHPOPMaLMK C IKPaHA UK KNaBUaTYpPbI;
yTeHue MHGOPMaLMK U3 PacneyaTku.

Yepes nporpammy:

nepexsart naponeis;

Aewmndposka 3awnppoBaHHO MHGOpMaLUK;
KonvpoBaHue MHOopPMaL UK ¢ HocuTens.
Hepes annapatypy:

NOAK/IOYEHHME CneLnanbHo pa3paboTaHHbIX annapaTHblx cpeacTs, obecneunsalowwmx AoCTyn K
UHbOopMaLmK;

nepexsaT NoBOUHbIX INEKTPOMArHUTHBIX U3NIYYEHWIA OT anNnapaTypbl, IMHWUI CBA3M, CETEH 3EKTPONUTAHNA
UT.A,

Ocob0 cnegyet oCTaHOBUTLCA Ha YFPO3ax, KOTOPbLIM MOTYT NOABEPraTLCA KOMMbIOTEPHbIE ceTU. OCHOBHasA
0co6eHHOCTb /1060# KOMNbLIOTEPHOM CETU COCTOUT B TOM, YTO ee KOMNOHEHTbI pacnpeseneHbl B
npoctpaHcTee. CBA3b MEMXAY y3namu CETH OCyLLecTBAAETCA GU3MYECKU C MOMOLLLIO CETEBBIX NHMIA U
MPOrpammHO C NOMOLLbIO MexaHu3Ma coobLueHuit. Mpu 3Tom ynpasasioLye coobILEeHUA 1 JaHHbIe,
nepecbiaemble MeXAY y3iamu CeTv, NepeaaloTca B Bue naketos obmeHa. KomnbloTepHble cetu
XapaKTepHb! TEM, UTO NPOTUB HUX.NPEaNPUHUMAIOT TaK Ha3blBaeMble yaaNeHHble aTakn. Hapywurens
MOXET HaXOAUTBCA 3@ ThICAYM KUIOMETPOB OT aTakyeMoro 06'beKTa, NMpu 3TOM HanageHUIo MOXeT
NoABepraTbCA He TO/ILKO KOHKPETHLIW KOMMbIOTEP, HO U MHpOPMaLMA, MEPEdatoLLanca MO CeTEBbIM
KaHasnam CBA3U.

O6ecneyeHune nHGOpMaLMOHHOM Be30MacHOCTH

dopmuposaHue pexkuma MHGopmaLMoHHoI 6e3onacHocT — npobnema komnaekcHasa. Mepbl no ee
PELEHNIO MOXKHO NOAPa3AeNUTb Ha NATb YPOBHEN:

1. 3aKoHOAATeNbHbII . ITO 3aKOHbI, HOPMATUBHbIE aKTbl, CTaHAAPTbI U T.M.



HopmaTuBHo-npaBosas 6asa onpeaensiowas nopaaok 3almTbl MHGOpPMaLMK:

2. MopanbHO-3TUYECKUIA. BCEBO3MOXKHbIE HOPMbI NTOBEAEHNSA, HECOBIOAEHWE KOTOPBLIX BEAET K NafeHunio
NPeCTVKa KOHKPETHOTO YENOBEKa WK LIE/NON OPraHm3aLmm.

3. ADMUHUCTPATUBHbIN. [leicTBuA 06LWero xapaktepa, NnpeanpuHUMaemble PYKOBOACTBOM OpraHU3aLmm.
TakUMU JOKYMEHTaMU MOTYT BbiThb:

NPUKa3 pYKOBOAWTENIA O Ha3Ha4YeHUW OTBETCTBEHHOIO 3a obecnevyeHue MHGOPMaLLMOHHOM 6e30MacHoCTY;
[O/MKHOCTHbIE 065A3aHHOCTM OTBETCTBEHHOTO 33 obecneyeHne MHGOPMALIMOHHON Be3onacHocTy;

nepeyeHb 3alymiLaemblX MHPOPMALMOHHbIX PecypcoB 1 6a3 AaHHbIX;

MHCTPYKLMIO, ONPegenaioLLyo NopAAOK NpeaocTaBneHmusa MHGOpMaLMN CTOPOHHUM OpraHu3aLMam Nno ux
3anpocam, a TakXe Nno npaBam JOCTyna K Hell COTPYAHUKOB OpraHu3aLmu.

4. Gusnyeckuin, MexaHU4ecKue, INEKTPO- U SNEKTPOHHO-MEXaHUYECKME NPENATCTBUA HA BO3MOMHBIX MyTAX
NPOHWKHOBEHUA NOTEHLUMANbHbIX HApYLWUTENEN.

5. AnnapaTtHO-NporpaMmHblil (3N€KTPOHHbIE YCTPOMCTBA U CrielnasibHble MPOrpammbl 3aLLKTb
uHbopmaumu).

MpuHATbIE Mepbl MO co3aaHunio 6ezonacHoi MHGOPMALMOHHON CUCTEMBI B LLIKO/E:

ObecneyeHa 3almMTa KOMNbIOTEPOB OT BHELIHWUX HECAHKLIMOHWPOBAHHBIX BO3AENCTBUIA (KOMMbIOTEPHbIE
BUPYCbI, iormyeckmue 60mbbl, aTaku XakepoB U T. A.)

YcTaHOB/IEH CTPOTMI1 KOHTPO/Ib 3@ INEKTPOHHOW NOYTOM, 0BecneyeH NOCTOAHHbI KOHTPO/b 33 BXOAALLEHN 1
MCXoaALLe KOPPeCnoHAEHUMEN.

YcTaHoBNEHbl COOTBETCTBYIOLLME Napo/iu HA NepcoHanbHbie MK,

Mcnonb3oBaHbl KOHTEHT-GUABLTPLI, AAA PUABTPALMK CAUTOB MO UX COAEPKUMOMY.

EfMHan COBOKYNHOCTL BCEX 3TUX MEp, Hanpas/ieHHbIX HA NPOTUBOAEICTBUE yrpo3am 6e3onacHoCcTH ¢
Le/blo CBEAECHUA K MUHUMYMY BO3MOMHOCTY yiepba, 06pasyioT cucTemy 3aluTbl.

CneunanucTsl, UMeloLLYe OTHOLEHWE K CUCTEME 3aLUUThI AOMKHBI NONHOCTLIO NPeACTaBATL cebe
NPUHLUMNGI ee GYHKUMOHNPOBAHUA U B CIy4ae BO3HUKHOBEHUS 3aTPYAHUTENbHbIX CUTYaLMiA afeKBaTHO Ha
HWUX pearpoBathb. oA 3awWwmnToit oNKHA HAaXoAUTLCA BeA cuctema 06paboTkn uHGopmMaLmn.

Nuua, 3aHumatowmeca obecneveHnem UHPOPMALLMOHHON BE30NACHOCTY, LO/KHBI HECTU JINYHYIO
OTBETCTBEHHOCTh. :

HagexxHas cuctema 3alumThl A0/HKHA ObITb NONHOCTBLIO NPOTECTUPOBAHA W COMacoBaHa. 3aluTa CTaHOBUTCA
Gonee adpdexTuBHOM 1 rMBKOW, CIM OHA AONYCKAET U3MEHEHWUE CBOMX NapameTpoB CO CTOPOHbI
aAMWHMCTPATOpa.

B 3aknioueHue cBOETo AOKNAAA XOTeNoCh Bbl AaThb HEKOTOPbIE PEKOMEHAALMM MO OpraHu3aLmumu paboTsl B
MHHOPMALMOHHOM NPOCTPaHCTBe, 4TOGbI yGepeub ce6s U CBOMX BAU3KUX OT MHTEPHET-NPECTYNHUKOB.

PekomeHaauwmm no oprasmsaumm pabotsl B MHGOPMALMOHHOM NPOCTPaHCTBE
1. NMepep Hayanom paboTbl HEOHXOAMMO YETKO CHOPMYIMPOBATL LEb M BONPOC NOUCKa MHbOPMaLMK.

2. enatensHo BbipaboTaTb ONTUMA/IBHBIN aNTOPUTM NOMUCKA MHOOPMALMK B CETU MIHTEPHET, 4T
3HauYUTENbHO COKPATUT BPEMSA U CUJIbl, 3aTPAYEHHbIE Ha MOMUCK.

3. 3apaHee yCTaHOBUTL BPEeMeHHbIW IMMUT (2-3 yaca) paboTbl B MHGOPMALMOHHOM NPOCTPaHCTBE
(npocmoTp Tenenepesaun, utenue, UHTepHer).

4. Bo Bpems pabotbl Heo6xoAnMO Aenatb nepepbiB Ha 5-10 MUHYT ANIA CHATUA GU3MYECKOTO HanpAXKeHUA U
3pUTENIbHOM HarpysKu.



5. Heobxoanmo 3HaThb 3-4 ynpaKHeHUA OJ1A CHATUA 3PUTENILHOTO HANPAXKeHWUs U GpU3NYecKol ycTanocTu.
6. PaboTaTb B XOPOLUO NPOBETPEHHOM MOMELLEHWW, NPU ONTUMA/IBHOM OCBELLEHUN 1 B YA0BHOM nose.

7. He ctout nerkombicneHHo obpaliarses co cram-nucbMamm 1 3axoauTb Ha HebesonacHble Beb-calThi.
[na UHTePHET-NPEeCTYNHUKOB Bbl CTAHOBUTECH IETKOIN Ao6bIYeN.

8. Mpw perucTpaumm B couManbHbIX CETAX, He YKa3blBaiiTe CBOM NePCOHaNbHbIe AaHHbIE, HaNpUMEp: agpec
VAN AEHb POMIEHMUA.

9. He “cnonbayiiTe B IOMMHE MAK NAPO/E NEPCOHa/bHbIE AaHHbIe.

10. Bce 3T0 NO3BONAET UHTEPHET-NPECTYNHUKAM NOMYYUTL AaHHbIE AOCTYNA K aKKayHTaM 3/1IEKTPOHHOIA
royThbl, a TakKe MHdUUMpoBaTh gomalHue MK ana BRAKYEHUA uX B BOT-CETb UK A4 NOXULLEHUA
BGaHKOBCKUX AaHHbIX POAUTENEA.

11. Co3paiite cobeTBEHHBIN NPOdUNL HA KOMNbIOTEPE, YTO6bI 06e30NacuTb MHGOPMALLUIO, XPaHALLYHOCS Ha
Hem.

12. He 3abbiBaiiTe, 4TO $aKTbl, O KOTOPbIX Bbl y3HaeTe B MIHTEPHETE, HY}KHO O4EeHb XOPOLLO NPOBEPUTD, ECN
BbibyaeTe ucnonb3oBaTh UX B CBOEN fomaluHeil paboTe. LlenecoobpaszHo CpaBHUTL TPU UCTOUHUKE
vHpOpMaLMK, Npexae Yem PeLmnTb, KaKMM UCTOYHMKaM MOMHO AOBEPATb.

13. O pocrosepHOCTM MHPOPMALMU, NOMELLEHHOI Ha caiiTe MOMHO CyAMTb N0 CaMOMY CaiiTy, y3HaB 06
asTopax caira.

14. Pasmewaa nHdopmaLmio o cebe, cBOUX 6N3KMX U 3HAKOMBIX Ha CTPaHULAX COLMaANbHBIX CETeH,
cnpocuTe NpefBapuTeNbHO paspelleHue y Tex, o Kom byaet ata udopmauumsa.

15. He cnepgyer pasmeluath Ha cTpaHuLiax Beb-caiiToB ceomn dpoTorpadum u potorpadum cBomnx 6aAnU3KMX 1
3HaKOMBbIX, 3@ KOTOpPbIE BamM NOTOM MOKeT 6bITh CTbiAHO.

16. Cobniogaiite npasuna sTukK npu obLieHUM B HTEpHETE: rpyBOCTb NPOBOLMPYET APYIUX Ha TAKOE e
nosegeHue.

17. Ucnonb3ys B ceoeit pabote matepuan, B3ATbliA U3 UHOOPMALIMOHHOTO UCTOUYHMKE (KHUTa,
nepuogunueckas nevatb, MHTEpPHET), cnegyeT yKasaTb 3TOT UCTOUHMK MHPOPMALMK UK CASNATL Ha Hero
CCbIIRY, ecnu matepuan 6bin Bamu nepepaboTaH.



